Course Description/Agenda

m Infor Technology: Configuring and
Administering Infor Security for the
Cloud

This course covers configuring and administering security using Infor Federation Services (IFS).
Exercises cover IFS integration with the Landmark technology platform to support applications such as
CloudSuite Financials (CSF) and Global HR (GHR) although the process is very similar when integrating
IFS with other Infor applications. The Identity Provider (IdP) integration process is also covered and
includes an IdP integration example. Note: This course complements the training in Lawson
Technology: v11 Administering Landmark Security for the Cloud. Both security training courses are
recommended if using a Landmark application. This training is for v11 CloudSuite applications running on
Infor OS.

Course duration
16 hours

Prerequisite knowledge

To optimize your learning experience, Infor recommends that you have the following knowledge prior to
taking this course:

e Advanced security knowledge
¢ Knowledge of your organization’s security models
e Proficiency with Landmark or equivalent experience

Course agenda

The agenda below details the contents of this course, including lesson-level learning objectives and
supporting objectives.

Lesson Lesson title Learning objectives
Course overview Review course expectations.
1 Security concepts Identify the various security concepts.
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Lesson Lesson title Learning objectives
¢ Define each of the security concepts.
2 Introduction to Infor Identify applications on the Infor Operating Service
Operating System (OS) (0S).
e |dentify each of the Infor OS applications.
3 Security framework Describe the Infor security framework.
e Describe the Infor security framework.
4 Provision users Describe the various methods to provision users.
e Define provisioning.
e List the steps to provision users.
5 Integration of an Infor List the basic steps to integrate an Infor application with
application with Infor Infor Federation Services (IFS).
Federated Services (IFS) e List the basic steps to integrate an Infor application
with IFS.
e Explain the steps to integrate Landmark and IFS.
6 Integration with ldentity Explain the Identity Provider (IdP) integration process.
Providers (ldPs) « Explain the steps to integrate an IdP.
7 Maintenance and Explain the maintenance and administration necessary

administration

for Infor Security.

e List the various maintenance and administration of
Infor Security.

e Describe the steps to troubleshoot Infor Security.

Course summary

Debrief course.
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